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	Volume II - Part 2
MARITIME SECURITY EXERCISES
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INTRODUCTION

Exercises emphasize management-level competencies in planning, command, control, coordination and communications. Port Facility exercise planners should also recognize that exercises are intended for the higher echelons of organizational activity, and therefore should seek opportunities to involve, or be involved in exercises by state agencies or authorities, as well as engage other related entities, such as port authorities, ports, other port facilities and ships.

This manual is a collection of exercises that may be conducted by a Port Facility using the guidelines provided. The guidelines for each exercise are designed to be stand-alone i.e. they may be extracted, read and used to plan and conduct the exercise independent of any other instructions or guidelines, aside from each organization’s security plans and internal regulations, and a considered review of the lessons learnt from previous exercises. However, it is suggested that managers responsible for the planning and conduct of exercises should be familiar with Part 1 of this Manual, the Guidelines for the Conduct of Port Facility Security Exercises.
The exercises are pegged at two levels: Principal Exercises are envisaged as comprehensive large scale exercises designed to facilitate the understanding of Port Facility participants in State-sponsored maritime security exercises, as well as provide a platform for the review of the Port Facility Security Plan in an exercise environment. Port Facility Exercises serve to practice, test, evaluate and validate the measures and processes of a Port Facility relating to specific threat scenarios and meet the need for periodic reviews in light of changing circumstances such as the threat and political profile, business environment and organizational changes.
Port Facilities may exercise their discretion on the types of exercises they conduct from this manual. As Port Facility security managers become familiar with planning and conducting these exercises, drills may be readily incorporated into the exercise scenario to maximize the benefit from the conduct of the training event.
Events or “injects” in the Master Events List for each exercise are not meant to be exhaustive. They are designed as examples upon which many more injects should be generated by the EPCT during the exercise planning stage. Such injects could then be written in context with, and specific to the local conditions at the Port Facility.
SUMMARY OF EXERCISES

	EX NO.
	TYPE
	PHASES

	
	
	I
Demonstration
	II
Planning
	III - Execution

	
	
	
	
	Tabletop Simulation
	Full Scale or Live

	PE11
	State Maritime Security Exercise
	-
	Mission planning by State security forces, customs and immigration, maritime agencies and industry participants
	Controller injects from Master Events List, and responses by participants via messaging and other forms of communication
	-

	PE12
	Port Facility Security Plan Exercise
	-
	Full review of the PFSP, or address changes not updated in PFSP
	
	Drills may be incorporated


	EX NO.
	TYPE
	PHASES

	
	
	I
Demonstration
	II
Planning
	III - Execution

	
	
	
	
	Tabletop Simulation
	Full Scale or Live

	FE21
	Response to Security Threats
	-
	Discussion on Port Facility’s perceived threats and responses to those threats
	Controller injects from Master Events List, and responses by participants via messaging and other forms of communication
	Drills may be incorporated

	FE22


	Handling Unauthorized Items
	Demonstration of unauthorized items by State security agency, including weapons and explosives
	Planning of preventive measures and responses
	
	Drills may be incorporated

	FE23
	Unauthorized Access
	-
	Planning of preventive measures and responses
	
	Drills may be incorporated

	FE24
	Cargo and Ships’ Stores
	-
	Meeting of external and internal stakeholders to discuss threats to cargo and ship stores, preventive measures and responses
	
	Drills may be incorporated

	FE25
	Interfacing with ship security activities
	Demonstration of ship security systems on board a ship
	-
	
	-

	FE26
	Security Incidents
	-
	Compilation of the Master Events List by controllers constitutes the planning phase
	
	Drills may be incorporated


Section 1

Principal Exercises
A maritime security exercise conducted by state authorities is an ideal vehicle by which a Port Facility may gain exposure and familiarization of the maritime security environment and operations at the macro-level. The Port Facility itself may not need to participate in such an exercise, as the attendance or participation of the Port Facility Security Officer in itself technically constitutes compliance with the ISPS Code requirements for an exercise. Port Facilities should thus seize any opportunity to participate is such exercises, and contracting states should make it a point to organize such exercises and encourage participation by Port Facilities because the complexity, resources and in particular, the participation of state agencies, is usually beyond the scope and capability of individual Port Facilities to orchestrate. The inclusion of guidelines for such an exercise in this Manual for Port Facilities is to provide an idea of the scope and nature of such exercises, and may also be used to guide state agencies in the organization of such exercises.

It is envisaged that the most beneficial manner in which a Port Facility may participate in a state maritime security exercise, apart from compliance with the events and demands of the exercise, such as practicing the measures for a change in Security Level, is for the Port Facility to take the opportunity to review its Port Facility Security Plan. While it is essentially a planning process, this in itself constitutes a principal exercise for the scope and coverage expected. Guidelines for the processes are thus incorporated in this Manual 
as an exercise.
	EXERCISE
	TITLE

	
	Principal Exercises

	PE11
	State Maritime Security Exercise

	PE12
	Port Facility Security Plan Exercise


Section 2
Port Facility Exercises
The series of exercises in this Section occupy the more significant concerns in the maritime security space. Of principal interest from a readiness perspective is the ability of the Port Facility to respond adequately to security threats. These may be manifested in a wide variety of guises, the more common ones being unauthorized access and unauthorized, suspicious and dangerous items. Even routine cargo and ships’ stores may present security challenges if not properly handled, as when interfacing with ship security activities. These then constitute the exercises which a Port Facility should perform in meeting its ISPS obligations.

These guidelines are for the preparation and conduct of tabletop simulation exercises. They are designed for Port Facilities to exercise their planning, command and control organization and processes as an avenue to meet the requirements of the ISPS Code on exercises. It is envisaged that such exercises may also be conducted as full scale or live exercises by the incorporation of one or more drills from Volume I Part 2.
	EXERCISE
	TITLE

	
	Port Facility Exercises

	FE21
	Response to Security Threats

	FE22
	Handling Unauthorized Items

	FE23
	Unauthorized Access

	FE24
	Cargo and Ships’ Stores

	FE25
	Interfacing with ship security activities

	FE26
	Security Incidents
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